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TRAININGCybersecurity for 
development in C/C++
Correct digital security methods

To provide an appropriate level of protection in the transmission of your digital data.

Target audience
Everyone performing any function related to the development of information system and network monitoring (reasearch and development 
manager, project leader, developer…)

Goal
The purpose of this training is to improve the cybersecurity (and the quality as a side effect) of your C codes. After the presentation of 
the most common errors in the field, this training will give you the good practices and the tools to minimize the vulnerabilities in software 
development. 

Location
Within your company.

Duration
It is a 2-day training.

Training programme
Day 1 :
• A bug example that becomes a vulnerability : the buffer overflow, 
battery operation 
• The list and bug practices (format string, integer overflow…)
• The risks of dynamically allocated memory 
• The dangers of multithreading
• Differences between kernel programming and userland
• Minimization of privileges (chroot, strlimit…)
• Cybersecurity principles : minimization of attack surface, in-depth 
defense

Day 2 :
• Workflow and versioning code (git), ticketing
• Code documentation, doxygen example, performances
• Tests : unitary, non-regression, integration, performances
• Continuous integration (buildbot)
• Dynamic analysis, valgrind, debugging (gdb, dynamoRIO)
• Static analysis, code coverage, fuzzing
• Project management and cybersecured development 
• Conclusion : top 10 secure development practices

Contact us for more information

In addition to this training, we recommend to you to carry out an audit to optimize your protections. 


